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Tab 1—New Jersey Subpoena
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Tab 2—Vermont Information Requests &
Vermont Order Directing Responses Thereto
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Tab 3—Miissouri Subpoenas
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Tab 4—Connecticut Interrogatories &
Connecticut Order Directing Responses Thereto
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STATE OF CONNECTICUT
DEPARTMENT OF PUBLIC UTILITY CONTROL

APPLICATION OF AMERICAN CIVIL

LIBERTIES UNION OF CT (ACLU-CT) : DOCKET NO. 06-05-13
FOR INVESTIGATION OF AT&T :

AND VERIZON REGARDING :

DISCLOSURE OF CT CUSOMER : AUGUST 10, 2006
INFORMATION AND REQUEST

FOR RULE MAKING

ACLU-CT'S FIRST SET OF INTERROGATORIES TO AT&T

The American Civil Liberties Union of Connecticut (“ACLU-CT"), hereby
requests that AT&T (“AT&T” or the “Company’answer the following interrogatories in
the above-captioned proceeding. The AGCU requests that the Company provide

responses to the interrogaés as soon as possible but in no event later than August 24,

2006.
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DEFINITIONS

A. As used in these interrogatories, "any" shall include "all" and "all" shall
include "any" as needed to make thquest inclusive and not exclusive.

B. As used in these interrogatories, "and" shall include "or" and "or" shall
include "and" as needed to make the reguesisive and not exclusive. For example,
both "and" and "or" mean and/or.

C. As used in these interrogatorigsoncern” or "concerning” means relate,
relating, refer, referring, reflect, refléng, about, constitie and constituting.

D. As used in these interrogatories, “AT&T” means AT&T Inc., AT&T
Corp., SBC Communicatioriac., Southern New England Telecommunications
Corporation, the Woodbury Telephone Company and their present or former subsidiaries,
affiliates, branches, divisions, principals, associated persons, control persons, directors,
officers, employees, agents, triesteand beneficiaries to the extent that such entities have
operated in the State of Connecticut. Eafhrence to AT&T shall be interpreted to
include any, all, or any guping or subgrouping of persoosentities named in the
foregoing enumeration as needed to makeréfierence inclusive and not exclusive.

E. As used in these interrogatories, “government entity” includes any entity
or person operating as parttbe collective government oféhnited States of America,
federal as well as state, including but hwited to the Department of Homeland
Security, the Department of Emergerdginagement and Homeland Security, the
Federal Bureau of Investigation, the Natib8acurity Agency, the Central Intelligence
Agency and/or any branch of the Uniteai8s Armed Forces, their present or former
personnel, agents or employees and/oreaity or person wotikg under the direction,
influence or control of such persons or entities.

Il. INSTRUCTIONS

A. If you are unable to answer or resy fully to any iterrogatory request
for any reason, including but not limited to gmyrported claim of state secrets privilege,
answer or respond to the extent possible and specify the reasons for your inability to
answer or respond in full.

B. If you object to any of the definitions, instructions or requests, including
but not limited to any purported claim of state secrets pgeijlstate your objection(s) in
your response and indicate whether you are ¢gmgpwith the diretion, instruction or
request in spite of your adggtion. If your objection goes tmly part of a direction,
instruction or request, answer or respond to that pareaktuest which does not fall
within the scope of your objection.
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llI.  INTERROGATORIES

ACLU-1 Identify all witnesses that AT&Intends to present at the September 6,
2006 DPUC hearing.

ACLU-1a. For each witness identified in response to ACLU-1, identify such
witness’s expertise and the scopetdir responsibilities as to the
record evidence they will provide.

ACLU-2 Did AT&T have any publishedrivacy policy or policies concerning
customer information and/or recarth effect between September 11,
2001 and August 10, 2006 (the “Relevant Period”)?

ACLU-2a. If your response to ACLU42 yes, provide a copy of each
pertinent policy in effect durinthe Relevant Period and state the
effective dates for each policy.

ACLU-2b. To the extent that any gdighed privacy policy referenced in your
response to ACLU-2 and 2a cigged during the Relevant Period,
explain the specific terms that changed, when the change(s)
occurred, and the reason for the change(s).

ACLU-3. Other than published privacy policies referenced in your response ACLU-
2 through 2b, did AT&T have any othere(, unpublished or otherwise not
publicly available) policies conaeing the privacy of customer
information and/or records during the Relevant Period?

ACLU-3a. If your respons® ACLU-3 is yes, and to the extent that such
policies were reduced to writingrovide a copy of such policies
and state the effective dates for each policy. To the extent any
such policies were not reduced to writing, provide a detailed
description and explanation of each such policy together with their
effective dates.

ACLU-3b.  To the extent that any paey policy referenced in your response
to ACLU-3 and 3a changed duritige Relevant Period, explain the
specific terms that changed, when the change occurred, and the
reason for the change(s).

ACLU-4. Beyond any information that ydwave provided in response to ACLU-2
through 3b, detail any changes that®&Tmade, or that AT&T presently
intends to make, to its privacy polisien response to P.A. 06-98, “An Act



Case M:06-cv-01791-VRW  Document 536-2  Filed 12/23/2008 Page 31 of 40

Concerning the Confidentity of Telephone Records,” taking effect on
October 1, 2006.

ACLU-5. Has AT&T at any time durinthe Relevant Period disclosed customer
information and/or records to priaparties, government entities and/or
law enforcement personnel when not compelled to do so by subpoena,
warrant, court order or a requestder 18 U.S.C. § 2709 (“National
Security Letter” or “NSL")?

ACLU-5a. If your response to ACLU4S yes, how many times has AT&T
disclosed such material?

ACLU-5b. If your response to ACLU-S yes, provide full details of each
occasion on which AT&T discloseristomer information and/or
records to private parties, government entities and/or law
enforcement personnel when not compelled to do so by subpoena,
warrant, court order or NSL, including the date of each request, the
information sought, the information provided, and the date on
which the information was provided.

ACLU-5c. If your responst® ACLU-5 is yes, has AT&T ever received any
consideration whatsoever forsdlosing customer information
and/or records to private padiegovernment entities and/or law
enforcement personnel when not compelled to do so by subpoena,
warrant or NSL?

ACLU-5d. If your response to ACL8c is yes, detail any and all
consideration received by AT&T.

ACLU-6. Has AT&T had any policy or peies during the Relant Period, whether
written or unwritten, concerning thesdiosure of customer information
and/or records to private pagiggovernment entities and/or law
enforcement personnel when not compelled to do so by subpoena, warrant,
court order or NSL?

ACLU-6a. If your respons® ACLU-6 is yes, provide a copy, where reduced
to writing, or detail anyguch policy or policies.

ACLU-6b.  To the extent that any |y referenced in your response to
ACLU-6 and 6a changed duringetiRelevant Period, explain the
specific terms that changed, when the change occurred, and the
reason for the change.

ACLU-7. Provide the names and positions of persons at AT&T who have the
authority to authorize disclosure ofstamer information and/or records to
private parties, government entitisd/or law enforcement personnel
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when AT&T is not compelled to deo by subpoena, warrant, court order
or NSL.

ACLU-8 Without providing any detaildaut the purpose(s) or target(s) of any

investigation(s) or opations(s), at any time during the Relevant Period
has AT&T ever received an NSL seeking disclosure of customer
information and/or records?

ACLU-8a. If the answer to ACLU-B yes, how many NSLs has AT&T
received?

ACLU-9 Has AT&T at any time durinthe Relevant Period disclosed customer

information and/or records to law enforcement or government personnel in
response to an NSL?

ACLU-9a. If your respons® ACLU-9 is yes, under what circumstances has
AT&T disclosed customer information and/or records to law
enforcement or government personnel pursuant to an NSL?

ACLU-9b. If your response to ACLU-8 yes, has AT&T received any
consideration whatsoever forsdlosing customer information
and/or records to law enforcement or government personnel
pursuant to an NSL?

ACLU-9c. If your response to ACL9b is yes, detail any and all
consideration received by AT&T.

ACLU-10 Has AT&T had any policy or pcies during the Relant Period, whether
written or unwritten, concerning thesdiosure of customer information

and/or records to law enforcementgmvernment personnel pursuant to an
NSL?

ACLU-10a. If your response to ACLWO is yes, provide a copy, where
reduced to writing, or detaéiny such policy or policies.

ACLU-10b. To the extent that anylmy referenced in your response to
ACLU-10 and 10a changed during the Relevant Period, explain the

specific terms that changed, when the change(s) occurred, and the
reason for the change(s).

ACLU-11 Provide the names and positions of persons at AT&T who have the
authority to authorize disclosure ofstamer information and/or records to
law enforcement personnel or government entities pursuant to an NSL.
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Other than allegations mmined in the ACU-CT’s May 24, 2006,

ACLU-12
petition, has AT&T received any comamts, whether from individual
consumers or any other source, anethibr formal or informal, alleging
that AT&T disclosed Connecticut casher information and/or records to
private parties, government entities and/or law enforcement personnel?
ACLU-11a. If your response to ACLU-14 yes, provide a copy of each such

complaint.
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August 23 2006

In reply, please refer to:
Docket No. 06-05-13 ADJ:acr
Motion Nos. 4 & 5

Mary Jane Lee, Esq.
Verizon New York, Inc.

140 West Street, 27" Floor
New York, NY 10007-2109

Merrie Cavanaugh, Esq.
AT&T Services Inc

310 Orange Street, 8" Floor
New Haven, CT 06510

Re: Docket No. 06-05-13 — Application of the American Civil Liberties Union of CT for
Investigation of AT&T and Verizon Regarding Disclosure of CT Customer
Information and Request for Rulemaking

Dear Ms. Lee and Cavanaugh:

Verizon New York Inc. (Verizon) filed with Department of Public Utility Control
(Department) a Motion to Strike dated August 11, 2006 (Motion) in which Verizon
petitions the Department to strike the first set of interrogatories filed by the American
Civil Liberties Union of Connecticut (ACLU-CT) in the above cited docket. 1 Specifically,
Verizon alleges that ACLU-CT has failed to comport with the procedural time schedule
established by the Department. Since the interrogatories are extensive Verizon further
claims that it would be prejudicial to require Verizon to respond to the “voluminous”
interrogatories in time for the September 6, 2006 hearing date.

The Southern New England Telephone Company d/b/a AT&T Connecticut
(Telco) filed a Letter Objection, dated August 14, 2006, (Objection) to the ACLU-CT
interrogatories. The Telco argues that the ACLU-CT interrogatory requests do not
adhere to the current procedural schedule and are premature since the Department has
not ruled on whether it has the jurisdictional authority to adjudicate the matter.

The Office of Consumer Counsel (OCC) filed letters dated August 11, 2006
August 16, 2006 and August 17, 2006,2 objecting to the Motion and Objection and in
support of ACLU-CT’s interrogatories. In addition, the ACLU-CT filed letters dated
August 11, 2006 and August 16, 2006, in opposition to the Motion and Objection and in
support of its interrogatories.

1 The ACLU-CT filed its first set of interrogatories to Verizon and the Telco on August 10, 2006.
2 The August 17, 2006 letter was written with the concurrence of ACLU-CT and the Office of the Attorney
General.
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Ms. Mary Jane Lee, Esq.
Ms. Merrie Cavanaugh, Esq.
Page 2

August 23, 2006

The Department has determined that the ACLU-CT should be allowed the
opportunity to conduct discovery in support of its claims. Accordingly, the Department
hereby denies the Motion to Strike. However, since the interrogatories in question are
extensive the Department hereby cancels the hearing scheduled for September 6,
2006, and will reschedule the hearing for September 21, 2006. Interrogatory responses
should be filed no later than September 7, 2006.

Sincerely
DEPARTMENT OF PUBLIC UTILITY CONTROL

Louise E. Rickard
Acting Executive Secretary

cc: Service List
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Tab 5—Maine Order
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STATE OF MAINE Docket No. 2006-274
PUBLIC UTILITIES COMMISSION
August 9, 2006
MAINE PUBLIC UTILITIES COMMISSION
Request for Commission Investigation into ORDER
Whether Verizon is Cooperating in Maine
With the National Security Agency’s
Warrantless Domestic Wiretapping Program

ADAMS, Chairman; REISHUS, Commissioner

SUMMARY

In this order we require that Verizon provide sworn affirmations of representations
it made in its filed response to the complaint in this matter.

Il. BACKGROUND

James D. Cowie, on behalf of himself and 21 other persons, has filed a complaint,
pursuant to 35-A M.R.S.A. § 1302(1), requesting that the Commission investigate whether
and to what extent Verizon has cooperated with the National Security Agency (NSA) in
connection with two alleged intelligence gathering programs. Specifically, the petitioners
ask the Commission to determine “whether Verizon has provided the NSA, or any other
government agency, unwarranted access to any Verizon or MCI facilities in Maine, or to
records of domestic or international calls or e-mails made or received by their customers
in Maine.” In the event that we find that Verizon has so cooperated, petitioners also seek
an order enjoining further cooperation.

For its factual basis, the complaint cites a series of reports published late last year
by the New York Times and the Los Angeles Times asserting that another
telecommunications company, AT&T, had installed in its switching machines a circuit
designed by the NSA to provide access to phone calls and/or records of phone calls.
These articles report, further, that AT&T maintains a database which keeps track of
phone numbers on both ends of calls and that the NSA was able to interface directly with
the database. The implication, drawn by the articles, is that with the cooperation of
telecommunications firms the NSA is conducting a call data program (“data mining
program”) in which it uses statistical methods to analyze patterns in the calling activity of
vast numbers of users. Relying on these articles, the complainants ask us to determine
not only whether Verizon provided to the federal government records of customer
telephone calls or e-mail communications, but also whether it granted access to the
telecommunications facilities and infrastructure of Verizon or MClI, located in Maine, such
that the NSA (or any other federal agency) could, thereafter, obtain call records and e-
mail records directly, and on its own initiative.

The articles upon which the complainants rely also report that the NSA has been
eavesdropping on Americans and others inside the United States in order to search for
evidence of terrorist activity, and that it is doing so with authorization from the President
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ORDER 2 Docket No. 2006-274

but without first obtaining warrants that are typically required for domestic spying. The
complainants therefore also seek an investigation into the extent of Verizon’s cooperation,
in Maine, with this eavesdropping program.

Verizon, in its response to the complaint, contends that it can neither admit nor
deny involvement in national security matters and that an investigation into this matter
would be fruitless because we will be unable to ascertain facts germane to the central
allegations of the complaint. The United States Department of Justice (DOJ), which filed
comments at our request, supports Verizon’s contention.

Notwithstanding its claimed inability to discuss its relationship to any classified
NSA programs, Verizon’s written response to the complaint, filed on May 19, 2006,
includes several affirmative assertions of fact in support of its argument that we should
decline to open an investigation. Specifically, Verizon’s filed response refers to two press
releases, issued on May 12, 2006 and May 16, 2006, copies of which are appended as
exhibits to the filing. These press releases make the following representations:

1. Verizon was not asked by NSA to provide, nor did Verizon provide, customer
phone records from any of its businesses, or any call data from those records.

2. None of these companies — wireless or wireline — provided customer records
or call data.

3. Verizon’s wireless and wireline companies did not provide to NSA customer
records or call data, local or otherwise.

4. Verizon will provide customer information to a government agency only where
authorized by law for appropriately-defined and focused purposes.

5. When information is provided, Verizon seeks to ensure it is properly used for
that purpose and is subject to appropriate safeguards against improper use.

6. Verizon does not, and will not, provide any government agency unfettered
access to its customer records or provide information to the government under
circumstances that would allow a fishing expedition.

7. Verizon acquired MCI, and Verizon is ensuring that Verizon’s policies are
implemented at that entity and that all its activities fully comply with law.

These seven representations were made to the Commission for the purpose of
influencing the Commission’s decision as to whether or not to open an investigation.
Maine law provides that statements made in any document filed with the Commission
must be truthful. Specifically, 35-A M.R.S.A. § 1507-A makes it a crime for “any person to
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make or cause to be made, in any document filed with the commission or in any
proceeding under this Title, any statement that, at the time and in light of the
circumstances under which it is made, is false in any material respect and that the person
knows is false in any material respect.”

[I. DISCUSSION AND DECISION

The Maine Public Utilities Commission serves the people of Maine, and has an
important role in providing a forum for grievances by citizens of this state against utilities
that serve them. Moreover, Maine telecommunications subscribers have a right to the
privacy of their communications over our telephone system, as well as over the
dissemination of their telephone records, including their telephone numbers. We must
open an investigation into the allegations that Verizon’s activities violate its customers’
privacy rights unless we find that Verizon has taken adequate steps to remove the
cause of the complaint or that the complaint is without merit. 35-A M.R.S.A. § 1302(2).

If the seven representations identified above are in fact true, such statements
could satisfy the concerns raised in the complaint. To be plain, we read Verizon’s
representations as denying that it provided customer records or call data associated with
its customers in Maine to agencies of the federal government, and that it did not provide
such agencies with access to its facilities or infrastructure in Maine such that those
agencies would have direct, unfettered access to Verizon’s network or the data it carries.

However, we are unwilling to rely on these representations to dismiss the
complaint because they do not bear sufficient indicia of truth as they are not attributed to
an individual within Verizon who has decision-making authority and knowledge of the
matters asserted. As noted above, we may only dismiss the complaint if we find that
Verizon has taken adequate steps to remove the cause of the complaint or if the
complaint lacks merit. 35-A M.R.S.A. 8 1302(2).

In order to fulfill our duty to consider whether to open an investigation as set forth
in 35-A M.R.S.A. § 1302, we find that we require as to each of the seven representations
set forth above a sworn affirmation that such representation is true and not misleading in
light of the circumstances in which it is made. Pursuant to our authority set forth in 35-A
M.R.S.A. 8 112(2), we therefore order that Verizon obtain such affirmations made under
oath by an officer of Verizon with decision-making authority and knowledge covering the
subject matters asserted therein. Verizon shall file these affirmations on or before August
21, 2006.

Pending our receipt of the affirmations from Verizon, we neither open an
investigation nor dismiss the complaint. To the parties, and to the Office of the Public
Advocate, the Maine Civil Liberties Union, Christopher Branson, Esq., and the
Department of Justice, we note our appreciation of the well reasoned and articulate
comments that have been filed in this matter.
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V. CONCLUSION

For the foregoing reasons, we order that Verizon file, on or before August 21,
2006, an affirmation that each of the seven (7) enumerated representations identified in
Section Il is both true and not misleading in light of the circumstances in which such
affirmation is provided, and that such affirmation be made under oath by an officer of
Verizon with decision-making authority and knowledge covering the subject matters
asserted therein.

Dated at Augusta, Maine, this 9™ day of August, 2006.

BY ORDER OF THE COMMISSION

Dennis L. Keschl
Acting Administrative Director

COMMISSIONERS VOTING FOR: Adams
Reishus
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